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Telemedicine Laws in America
Each state has its own laws regarding telehealth practices. The general rule is that
telehealth is governed by the law of both the physician's state ("main state") and the
patient's state ("remote state").
In most (if not most) states—with some exceptions—the doctor must be licensed in the Home State as
well as the Remote State. Therefore, it is not sufficient for the physician to be licensed in California if
the patient resides in another state.
In addition, some states may require the doctor - or (for example) an appropriately licensed officer such as an NP or
PA - to conduct a face-to-face examination of the patient. The requirement for a "good faith
examination" (sometimes known as an "appropriate preliminary examination") is a second level of analysis - the first
is whether the doctor is licensed in the Remote State or can be covered by a valid exemption.

Telemedicine and E-Health attorneys advise telemedicine and telehealth clients about the legal
rules that apply to their businesses. Because telemedicine takes place at the national level, this
requires sensitivity to the nuances of laws in different states. Some states allow private
telemedicine licenses, while others prohibit telemedicine by requiring doctors to be licensed
within the state to diagnose or treat any patient.
https://cohenhealthcarelaw.com/healthcare-compliance-regulatory/telemedicine-and-e-health/

Medicaidand Medicare
Medicare is a health insurance program for people over 65 and younger with disabilities and dialysis
patients. Medicaid is a assistance program for medical expenses of low-income patients.

What are the licensing requirements for telehealth mental health care in Delaware?
Delaware licensing requirements stipulate that any healthcare professional licensed in the state of Delaware may
provide you with telemedicine or teletherapy services, provided you have established a doctor-patient relationship.
You can establish this relationship face-to-face or via live synchronized video. You must also have given written
informed consent to the physician.

Requirements for out-of-state treatment

Although Delaware is not currently a member of the Interstate Licensure Medical Compact, out-of-state
physicians may provide telehealth in certain circumstances. In these cases, the provider must be licensed in
their jurisdiction, registered with a DE Medicaid Managed Care Organization or DE Medicaid Program, located
in under 48 states, and have established a doctor-patient relationship with you.

emergency license
In March 2020, Governor John Carney issued an emergency order to allow health professionals with active
licenses and in good standing in other states to provide in-person, telemedicine, and telemental healthcare
services to Delaware residents. These measures will remain in effect for the duration of the emergency order.

What are the online prescribing regulations in Delaware?
A Delaware healthcare provider cannot prescribe medications online without first establishing a doctor-patient
relationship. This means that an online site cannot prescribe you medication unless it already has a relationship with
you. If there is a prior relationship, a healthcare professional can provide you with medication, including controlled
substances, without a face-to-face examination.

What are other common telehealth restrictions in Delaware?

Current law in Delaware only allows telemedicine to be practiced via live video chats. For
example, Delaware law does not allow the use of voice-only communications to establish a
prior relationship with physicians. This means that healthcare providers cannot make a phone
call to establish a relationship with you.

Allowed types of telehealth services
The Delaware Medical Assistance Program (DMAP), Delaware's Medicaid program, will
reimburse certain healthcare providers in designated locations. However, this only applies to
the live video service. DMAP does not reimburse healthcare providers for store-and-forward
procedures (including transmission of X-rays, charts, or MRIs). Also, there is no reference in
Delaware law to reimburse healthcare providers for remote patient monitoring.

Types of providers allowed to provide telehealth services
The following healthcare providers may practice telemedicine under normal Delaware laws.
(According to the parity law enacted in 2018, private payers are also required to reimburse
telehealth services with the following providers).

• Physician (any person licensed as a medical practitioner in Delaware, including psychiatrists)
•Physician assistant (under physician supervision)
•general nurse
•nurse midwife
•Psychologist
•Mental Health Professional Counselor
•clinical social worker
•audiologists
•Speech-Language therapists

emergency allowances
Government Carney's response to COVID-19 Under an emergency order issued in response, any
healthcare provider can administer telemedicine if they stay within the scope of their practice. An
out-of-state healthcare provider may use telemedicine to treat you, provided they are licensed in
their jurisdiction and located in the continental United States. Any telemedicine providers must enroll
or be in the process of enrolling in DMAP if they wish to be reimbursed by the state's Medicaid
program.

Interstate Medical Licensure Compact
It's like an interstate licensing association in America. Doctors can practice online medicine
cooperatively if their state has signed this agreement (if they are licensed by that state). The
state of Delaware is expected to sign this agreement in July 2022.
https://www.imlcc.org/apply/ The language can be obtained from An application fee of $700 and a separate
license fee for each license is required.

Policies for Service Providers in the USA
https://www.cms.gov/files/document/telehealth-toolkit-providers.pdf

Service providers must comply with HIPAA.
https://www.hhs.gov/hipaa/for-professionals/security/guidance/cybersecurity/index.html

US Department of Health Considerations for Telemedicine
How will you prepare and train your healthcare team to deliver telehealth services?
What will your eligibility be for telehealth appointments?
How can patients schedule their appointments?

How will you access the patient information you need for each patient visit?
Who will greet the patient first when they attend the visit? A medical assistant may ask a few initial
questions before you join.
How will you support patients who do not speak fluent English?
How will you support patients with disabilities such as hearing loss or visual impairment?

How will you support a caregiver, translator or other person assisting a patient
during a telehealth visit?
https://telehealth.hhs.gov/providers/planning-your-telehealth-workflow/

Things to Do During the Interview
Before diving into the reason for the telehealth appointment, you'll want to talk to your patient. Here
are a few tips to get started:
Introduce yourself to new patients.

Verify that the patient's telehealth connection is working properly.

Discuss what to do if the connection drops.

Confirm patient's identity and location.
Create a contingency plan in the event of a crisis, especially for behavioral telehealth patients

Ask if the patient has the privacy they need.
Make the visit feel like a face-to-face visit, using as friendly body language and eye contact as
possible.

For more details on telehealth visit best practices, see:
Telehealth Best Practices

(video) - from Hawaii's State Department of Health

AMA Telehealth practice implementation

- from the American Medical Association

Doctors must apply from the following place to obtain a license in Alaska.
https://www.commerce.alaska.gov/web/cbpl/ProfessionalLicensing/TelemedicineBusinessRegistry

Cyber security
Below is the recommended cyber security policy for companies.

https://healthsectorcouncil.org/wp-content/uploads/2018/12/HICP-Main-508.pdf

HIPAA
The US Congress enacted the Health Insurance Portability and Accountability Act (HIPAA) in 1996 to increase
the efficiency and effectiveness of the US healthcare system. Over time, several rules have been added to
HIPAA that focus on protecting sensitive patient information.

Organizations covered by HIPAA include health plans, health clearinghouses, and any health care provider
that electronically transmits information such as health claims, co-ordination of benefits, and referral
authorizations. Covered organizations include individuals, organizations and institutions, including
research institutions and government agencies.

Consequences of Incompatibility

HIPAA requires covered entities, including business partners, to take technical, physical and
administrative safeguards for protected health information (PHI). These security measures aim to
protect not only confidentiality but also the integrity and accessibility of data.

The Department of Health and Human Services' Office of Civil Rights (OCR) enforces non-criminal
violations of HIPAA. Non-compliance can result in fines ranging from $100 to $50,000 per violation of
"same provision" per calendar year.

Many OCR HIPAA deals have resulted in fines of over $1 million. The largest settlement as of
September 2016 was $5.5 million received against Advocate Health Care resulting from various
violations that affected a total of 4 million people.

In addition to civil penalties, individuals and organizations can be held criminally liable when they knowingly,
misrepresented, or obtained or disclosed PHI with the intent to use it for commercial gain or malicious intent.
Crimes under HIPAA fall under the jurisdiction of the U.S. Department of Justice and can result in prison terms of
up to 10 years in addition to a fine.

Ensuring HIPAA Compliance
HIPAA is designed for each covered entity and to be flexible and scalable as technology evolves over time
rather than being prescriptive. Each organization should determine what security measures are
reasonable and appropriate for its environment.

While some solutions are costly, the Department of Health and Human Services (HHS) cautions that
cost should not be the only determining factor. HHS places emphasis on performing risk assessments
and implementing plans to mitigate and manage risks.

While the Security Rule is technology-neutral (that is, it does not require a specific type of security
technology), encryption is one of the recommended best practices. A large number of HIPAA data breaches
reported to OCR are due to theft and loss of unencrypted devices.

In the last two or three years, more and more incidents are caused by cyber attacks. Encrypting
protected data makes it unusable by unauthorized parties, regardless of whether the breach is due
to device loss or theft, or a cyberattack. As an additional note, encrypted data that is lost or stolen is
not considered a data breach and does not require reporting under HIPAA.

As organizations move to the cloud, they should also consider how using cloud services impacts
HIPAA Security Rule compliance and explore 3rd party cloud security solutions such as CASB. A
cloud service that manages ePHI is a partner under HIPAA and therefore complies with

must sign an employment contract stating However, due diligence – and ultimate responsibility –
rests with the covered organization, even if a third party causes a data breach.

OCR not only investigates reported violations, but also implements an audit program. Both
the number of HIPAA placements and penalties have been increasing over the past few
years. Violations that result in fines range from malware infection and lack of firewall to
failure to conduct risk assessments and enforce appropriate partner agreements.

According to the HIPAA Journal, the average HIPAA data breach costs an organization $5.9 million, excluding any
penalties imposed by the OCR. While OCR penalties can amount to millions of dollars, non-compliance can result
in a variety of other consequences, such as loss of business, costs of reporting violations and litigation from
affected individuals, as well as less tangible costs such as damage to the organization's reputation.

When Is Telemedicine a Legally Risky Business?
Institutional medicine practice and wage division

Prescribing online
Prescribing without a "goodwill test" or "appropriate preliminary exam"
Prescribing controlled substances and establishing a doctor-patient relationship without seeing the patient in person

Statements made by the FDA, FTC, and other regulators regarding specific practices and/or business
model or substance considered to be a key application component
Risk of physician discipline based on possible prescribing charges when not medically necessary.
Concern about potential enforcement action by the Attorney General (AG) in one or more states.
The telemedicine startup was looking at a business model in which the telehealth company mainly packaged a range
of treatments for clients, i.e. patients of the attending medical doctor. Legal Risk: High .

The model involved prescribing a controlled substance. Legal Risk: High .
Telehealth rules are not particularly liberal in many states with regard to prescribing, and particularly the
prescribing of controlled substances. Legal Risk: High .

Telehealth entrepreneurs did not want to pay medical doctors; They wanted to trust the
nurses. Legal Risk: Warning, danger Will Robinson!

They also wanted to forego the goodwill exam or appropriate pre-examination required in
many states before prescribing. Legal Risk: High .
The controlled substance included was clinically questionable as to its medical necessity. Legal Risk:
High .

Telemedicine investors spit at the prospect of quick and easy profits, but one of them was
vague: "We're going to be in for a mess as a business if a wide regulatory investigation is
launched." Danger, Danger!
The drug in question was to be injected (and the scientific literature is predictably weak in
efficacy).
https://cohenhealthcarelaw.com/2018/04/telemedicine-legally-risky-business/

Articles to read:
https://www.kff.org/womens-health-policy/issue-brief/opportunities-and-barriersfortelemedicine-in-the-us-during-the-covid-19-emergency-and-beyond/
HIPPA compliant software development https://topflightapps.com/ideas/build-a-hipaa-compliantapp/#:~:text=Limit%20information 20%access%20in%20the,2%2Dfactor%20authentication

https://www.quora.com/If-Im-building-a-medical-mobile-app-how-can-I-find-outHIPAAcompliance

